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Configuring Authenticated Wired Networks

This document walks through installing the certificate used to verify the trustworthiness of the wired network on
Windows 11.



STEP 1 - DOWNLOAD THE CERTIFICATE

Find the certificate on the university website
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» Before installing the certificate, you need to download it from
the University's official website.

» Since the website layout may change over time, this tutorial
only shows generally where the download links are located.

» Look for the Windows certificate link, highlighted below. CERTIFICATE

[ Windows Certificate - unibs-ca.der

M Mac-Android Certificate - unibs-ca.crt
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STEP 1 - DOWNLOAD THE CERTIFICATE

Extract the downloaded archive
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+ After downloading the certificate, extract it using the tool
provided by Microsoft.

» Generally, clicking on the zip file should automatically extract
its contents.

* Once the process is complete, the file unibs-ca.der should
appear.
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STEP 2 - INSTALL THE CERTIFICATE
Open the certificate file

#  Certificate x

R Certificate Information

* To install the certificate, double-click on the file.

* The screen shown on the right will appear.

» Click the “Install Certificate...” button to begin. Certificate Intended Purposes:

» Issuance Policies
+ Application Policies

Issued to: unibs.it

Issued by: unibs.it

Valid from 03/08/2012  to 28/07/2037

Install Certificate. .. Issuer Statement
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STEP 2 - INSTALL THE CERTIFICATE

Choose the certificate store location
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* A new window will open — select “Local Machine”. Certificate Import Wizard

* Once selected, click “Next”.

+ If asked “Do you want to allow this app to make changes to Certificate Import Wizard
your device?”, click “Yes”.

This wizard helps you copy certificates, certificate trust lists, and
certificate revocation lists from your disk to a certificate store.

A certificate, issued by a certification authority, confirms your identity and
contains information used to protect data or establish secure network
connections. A certificate store is the system area where certificates are

kept.
Certificate Store

) Current User
O Local Machine

To continue, click Next.
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STEP 2 - INSTALL THE CERTIFICATE

Place the certificate manually

* On the next screen, select “Place all certificates in the
following store”.

» Then click the “Browse...” button to pick the store.
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< Certfficate Import Wizard

Certificate Store
Certficate stores are systemn areas where certificates are kept.

The certificate store can be automatically selected by the system, or
you can specify a location for the certificate.

(CAutomatically select the store based on the typef certificate
QPlace all certificates in the following store é

Certificate store:

Browse...
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STEP 2 - INSTALL THE CERTIFICATE

Select the Trusted Root store
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0 Select “Trusted Root Certification Authorities” in the list. Select Certificate Store *x

Select the certificate store wou want to use.
6 Click “OK” to confirm.

.. Personal

¥ Trusted Root Certification Authorities
o Return to the previous window and click “Next”. Entemprise Trust
Intermediate : pUthorities
" Trusted Publishe

Lintrusted Certificat

Important: select the Trusted Root Certification Authorities store. This is
where the UniBS root CA certificate must be installed.

[ nShow physical stor

OK Cancel
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STEP 2 - INSTALL THE CERTIFICATE

Finish the import wizard

» To complete the installation process, click “Finish”. - Certificate Import Wizard

* Windows will confirm once the certificate has been imported
successfully. Completing the Certificate Import Wizard

The certificate will be imported after you click Finish.

‘You have specified the following settings:
Certificate Store Selected by User Trusted Root Certification Authorities

Content Certificate

Cae
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STEP 3 - ACTIVATE THE SERVICE

Open the Services console

» To use the certificate, you need to enable the “Wired
AutoConfig” service.

¢ On Windows 11, press WIN (Windows key) + R, type
“services.msc”, then press OK.

= Run

|

g}

Open:
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Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

SEMVICES.M5C

QK

| Cancel Browse...
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STEP 3 - ACTIVATE THE SERVICE

...or search for it directly
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« Alternatively, click the magnifying glass icon on the taskbar
and search for “Services”.

* Open the app from the search results, as shown on the right.

B O O C <

sservice:

All App Documents ~ Web More v

— D &
Best match
Services 2
7, App b~
App Services

App

Open
Run as administrator

Open file location

)
<
-
z
§‘<>E?@E@

Impostazioni
Pin to Start
@ Usa i sel ine con I'Assistente Pinito:taskbar
vocale
Cerca scuol. el web
o sen i i risul
w
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STEP 3 - ACTIVATE THE SERVICE

Locate the Wired AutoConfig service
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» After opening the Services window, find the service named
“Wired AutoConfig” in the list.

* Right-click on it and select “Properties”.

&k Configurazione automatica dispositivi c... |l servizio C... Manuale (awy... Sernvizinlneals
Local Service

e L T e el oL S e K -

T : Stop - Local Service
&k Configurazione automatica WWAN Questo sery st e
»,‘;};CaniguraziDne Desktop remoto Il servizio . aus Local Service

»,‘,‘;‘:?‘;Cnnnection Manager di Accesso remoto Consente la Resum Local Service

\‘;};Cunnessiani di rete Gestisce gli Restart: - Local Service
Q;Cnnsumu:u dati Consume d Local Service
) r ; . All Tasks - . - = .
&k Contenitore Microsoft Passport Gestisce le = o Local Service
»,‘;%?;CDntrDIID genitori Applicail ¢, Refresh. - Local Service
&k Copia shadow del volume Gestisce e . Local Service

\‘;};CureMessaging Manages cc Local Service

E‘};CredentialEnrnIImentManagerUserSvc_... Manager di Local Service

Help
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STEP 3 - ACTIVATE THE SERVICE

Set the service to start automatically
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General Log On Recovery - Dependencies

* In the Properties window, set “Startup type” to Automatic. . B

C " “ ” . Display name: Wired AutoConfig

* Click “Start”, then press “OK” to confirm.

Description: The Wired AutoConfig (DOT3SVC) service performs
IEEE B02 1X authenticaion on Ethemt interfaces.
If :..luur{:urrerit network requi res B02.1X...

Path to executable:
CAWINDOW Sisystem 32\svwchostexe -k Loc m MetworkR estricted -p

Startup type: Automatic

Service status: © Stopped

Start Stop Pause Resur

You ¢ cify the start parameters that apply when you

oK Cancel Apply
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STEP 4 - ACTIVATE THE CERTIFICATE

Open your network connections
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» Everything is now ready to enable certificate verification on
the wired network.

» Click the magnifying glass icon and search for “View network

connections”. view network connections
All App Documents Web  More v B o
Best match
View network connections t;
Control Panel .
view network connections View network connections

See work or school and web results

Search work or school and the web
2 Open
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STEP 4 - ACTIVATE THE CERTIFICATE
Open the Ethernet properties
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+ Select the “Ethernet” network, right-click it, and choose
“Properties”.

Control Panel = Network and Intemet > Network Connections =

Disable this network device Diagnose this connection Rename this connection View status of this com
illa rete locale (LAM) ". Ethernet Ethernet

P unibz.local unibs.le Disable
Adapter V9 for Ope... m Realtek PCle GbE Family Cor Realtek réa{u';'-E il e

u:.ur.kAdapter ViMnet] L-'. VMware Metwork Adapter VM Diagnose
tificata o

Rete non identificata

il Ethernet Adapter ... Wi~ VMware Virtual Ethernet Adapte I' Brid ge Connections

Create Shorcut

¥ Delete

i_, Rename
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STEP 4 - ACTIVATE THE CERTIFICATE
Open the Authentication tab
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* In the Properties window, go to the “Authentication” tab.

« This tab only appears once the previous steps are complete. @ FEthemet Properties X
MNetworking - Authentication Sharing

* Make sure your settings match those shown on the right,

then click “Settings”.

Select this option to provide authenticated network access
for this Ethernet adapter.

Enable IEEE B02.1X authertication

Choose anetwork authentication method:
Microsoft: Protected EAP (PEAP) Settings

Remember my credentials for this connection
eachtime I'm logged on

Fallback to unauthorized network access

Additional Settings...
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STEP 4 - ACTIVATE THE CERTIFICATE

Select the university's certificate authority
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+ After clicking “Settings”, the screen on the right will appear. Whem connecing

. . . . . a \erify th ‘s identi alidating the cerificat
« Select unibs.it from the list of trusted root certification S R L e

authorities.

|:| Caonnect to these servers (examples:srél;sm2;. " sn3h.com):

Trusted Root Certification Authorities:

["] Symantec Enterprise Mobile Root for Microsoft

[ T-TeleSec GlobalRoot Class 2

B unibs.it

[ USERTrust RSA Certification Authority

[ veeam Backup Server Certificate

[ verisign Class 3 Public Primary Certification Authority - G3 |
[ veriSign Class 3 Public Primary Certification Autharity - G5

Motifications before connecting:
Tell user if the server's identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAP v2) + Configure...
Enable Fast Reconnect

|:| Disconnect if server does not present cryptobinding TLW

[ ] Enable Identity Privacy
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STEP 4 - ACTIVATE THE CERTIFICATE

Disable automatic Windows credentials
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» Click “Configure...” and make sure “Automatically use my PEAP Properties
Windows logon name and password (and domain if any)” is When connecting:
un Ch ecked Verify the server's identity by validating the certificate

I:‘ Connect to these servers (exampies:srvl;srv2; *.snv3h.com):

 Then click “OK”.

Trusted Root Certification Authorities:

(JsynEAP MSCHAPv2 Properties X/ T
O
8wt \ynen connecting:
(J use I
[ ves |:| Automatically use my Windows logon name and |
[:] Ver password (and domain if any).
E] Ver|

(8.4 Cancel P

Motifications before connecting:

Tell userif the senver's identity can't be verified

Select Authentication Method:

Secured password (EAP-MSCHAP v2) Caonfigure. ..

Enable Fast Reconnect
D Diisconnect if server does not present cryptebirding TL
[ ] Enable Identity Privacy

0K Cancel
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STEP 4 - ACTIVATE THE CERTIFICATE

Confirm the authentication settings
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* Once all the previous steps are complete, click “OK”. PEAP Properties %

When connecting:

Verify the server's identity by validating the certificate

|:| Connect to these servers (exampies:srvl;sm2, " sni3\ com):

Tusted Root Certification Authorities:

] Symantec Enterprise Mobile Root for Microsoft

[[J T-TeleSec GlobalRoot Class 2

B unibs.it

[ USERTrust RSA Certification Autharity

] Veeam Backup Server Certificate

[ VeriSign Class 3 Public Primary Certification Authority - 6.3 I
[ verisian Class 3 Public Primary Certification Authority - GE

Motifications before connecting:
Tell user if the server's identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) Corfigure... ]

Enable Fast Reconnect
|:| Disconnect if server does not present cryptobirding TLY
[ ] Enable Identity Privacy

Cancel
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STEP 4 - ACTIVATE THE CERTIFICATE
Open the additional settings

* You'll be taken back to the initial Ethernet properties screen.

+ Click “Additional settings”.

O Ethemet Properties %
MNetworking " Authenti cation Sharing

Select this aption to provide authenticated network access
for this Ethernet adapter.

Enable IEEE 802.1X authentication

Choose a network authenticationi method:

Microsoft: Protected EAP (PEAP)

Remember my credentials for this connection
eachtime I'm logged on

Fallback to unauthorized network access

Additional Setli@...
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STEP 4 - ACTIVATE THE CERTIFICATE

Specify the authentication mode

» Check “Specify authentication mode”.
* From the dropdown, select “User authentication”.

* Click “OK” to save.

| Advanced Settings >

802.1X Settings
Specify authentication mode

User or compuier authenfication ]

User or computer authentication k
Computer authentic ation
User authentication
Guest authentication
[T Enable single sign on for this network
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STEP 4 - ACTIVATE THE CERTIFICATE

Configuration complete

« The configuration is now complete.

 If you are prompted for credentials when connecting, simply
enter your own university username and password.
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