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Wired network — Certificate installation guide

The primary purpose of this document is to illustrate how to correctly install the certificate on the Windows operating
system to connect to the UniBS wired network.
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Overview & Prerequisites

Why This Guide

» Wired 802.1X access — devices connecting to the UniBS network via Ethernet cable must authenticate using the same digital identity system as
the wireless network.

» Adigital certificate is required — Windows needs a personal certificate installed and trusted before it can complete the 802.1X handshake with the
network switch.

+ This guide walks through downloading, installing, and configuring the certificate on Windows, step by step, with a screenshot mockup for every
action.

Before You Start

» Supported operating system — a Windows computer (Windows 10 or 11 recommended).
» Ethernet connection — a network cable and access to a wired network point on campus.
» Certificate file — the .der certificate file, downloaded from the UniBS website.

» Administrator access — local admin rights on the device to install the certificate and change network settings.
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STEP 1 - OBTAIN THE CERTIFICATE

« Open a browser and go to the UniBS wired network
page: unibs.it — Opportunities and Services —
Services — Digital Services — Networks — Wired
Network Authentication Configuration.

B _ , _ CERTIFICATE
 In the “Certificate” section, click “Windows

Certificate DER” to download unibs-ca.der.zip. T Windows Certificate DER

- Save the download to a location you can easily find, [ Mac-Android Certificate
such as the Desktop.
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STEP 1 - OBTAIN THE CERTIFICATE
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* Open File Explorer and locate the
downloaded unibs-ca.der.zip file (usually Downloads m
in your Downloads folder).

| Open

Extract All...

* Right-click the .zip file and select “Extract
All..."

unibs- Copy
ca.der.zip

Delete

* Confirm the destination folder and click
“Extract”. A file named unibs-ca.der will
appear.

unibs-ca.der

* Move unibs-ca.der to a location you can
easily find, such as the Desktop.
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STEP 2 - INSTALL THE CERTIFICATE
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Certificate X

* Double-click the unibs-ca.der certificate file.

General | Details Certification Path

* Windows opens the Certificate Import Wizard Certiicate information
automatically. @

This CA root certificate is not available in the trusted root

H [11 ) H H certificate store. To make it available, install it in the
® CI IC k N eXt to beg I n th e I m po rt = Trusted Root Certification Authorities store.

Issued to: bs.it
Issued by: unibs.it
Valid from 03/08/2012 to 28/07/2037

Install Certificate...

Wired Network Certificate Installation Guide — UniBS




STEP 2 - INSTALL THE CERTIFICATE

In the “Store Location” step, select “Local
Computer”.

This installs the certificate in the computer’s
certificate store.

Click “Next” to continue.
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ra Cerlificate Import Wizard

Certificate Import Wizard

This wizard allows you to copy cenlificates, cerificabe trust ksis, and certificate revocation lists from disk io a
cortificate siong

Aceriificate issued by a certification authonty confiims the users identity and contains indormation used to protect
daba or establish secure network connections., A certificate store is the system area where certificates ane kept

Sioee Locabion

D Currem User

@ Local Computer

T continue, chick Mead.

hext Cancel

Wired Network Certificate Installation Guide — UniBS




STEP 2 - INSTALL THE CERTIFICATE
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“ & U Certificate | rt Wizard A
HY o : H Z# Certificate Import Wizar
Select “Place all certificates in the following
14
store™.
Certificate Store
H “" ” Certificate stores are system areas where certificates are kept.
Click “Browse...”". I G R SR
H o 14 H . . " . .
CI | Ck N ext” to continue. Windows can automatically select a certificate store, or you can specify a location
for the certificate.
(O Automatically select the certificate store based on the type of certificate
O Place all certificates in the following store
Certificate store:
Browse...
Next Cancel
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STEP 2 - INSTALL THE CERTIFICATE
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Select the certificate store Select Certificate Store X

In the window that opens, select
“Trusted Root Certification Authorities”.

Select the certificate store you want to use.

Personal

‘ Select “Trusted Root Certification Authorities” in
the list.

° Click “OK” to confirm.

e Return to the previous window and click “Next”.

Trusted Root Certification Authorities

Enterprise Trust

Intermediate Certification Authorities

Trusted Publishers

[PE‘F[?[P%D]

Untrusted Certificates

D Show physical stores
Important: select the Trusted Root Certification Authorities

store. This is where the UniBS root CA certificate must be
installed.
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STEP 2 - COMPLETE THE CERTIFICATE INSTALLATION

Review the Import Settings
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e V. Certificate Import Wizard
Check that the certificate and certificate

store are correct before completing the

. : . Completing the Certificate Import Wizard
import. Click Finish to conclude

Clicking Finish will import the certificate.

Selected settings:

o Certificate store selected by the
Certificate store selected by the user: user: Trusted Root Certification Authorities
Trusted Root Certification Authorities
Content: Certificate Content: Certificate
[ Finish ] Cancel
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