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Tutorial for configuring Wi-Fi on
Windows 11 devices



How to connect to the Wi-FI network
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There are several types of network you can connect to depending on your status.

Eduroam is a federated network shared between universities that lets staff and students access
Wi-Fi even when they are not physically at their home institution.

This is a huge advantage, especially for anyone who needs to travel for work or study.

IMPORTANT: make sure all Windows updates are installed before trying to authenticate to the
wireless network, otherwise the connection may fail!

For a higher level of security, you can install the certificate that lets you verify the authenticity of the
access pointyou are connecting to. For example, an attacker could set up a rogue access point and
use it to steal user credentials. Using the certificate guarantees you are connecting to an official
device.

Forinstructions on installing the certificate, see the following slides.




Prerequisite — Root certificate
(certmgr.msc)
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For extra security, before connecting to eduroam you can install the . S 3 _
root certificate that verifies the authenticity of the access point. Your | 11,sted Root Certification Authorities Epl AAA Certificate Serv
computer must be connected to the network (e.g. via cable) to import it. [ Certiicates —gActalis Authenticatio
, [ Attendibilt ~ All Tasks L )
1. Download the root certificate file from the University website. s T Autorits di =g AvasLAIL L &
. = Daaetio ut View —glBaltimore CyberTrust
2. Press Win + R, type certmgr.msc and press Enter. 2 L1 Vggetto u -] Certum CA
_ _ s || Autori atter Refresh —&
3. In the left-hand pane, expand “Trusted Root Certification s [ Certificatir Ei Erst . 2l Certum Trusted Netw
Authorities” and select “Certificates”. v [ Autorita di PO - 2l Chambers of Comme
P S S y [ Persone att ? —alClass 3 Public F'rlr'nzfr_
4. Right-click the folder > All Tasks > Import... s E Ciient Authentication ISsuers ~1COMODO RSA Certif
5. In the wizard, select the downloaded certificate file and confirm the > [ | OtherPeople ;eJ_CDP:rfright (c) 1987 M
“Trusted Root Certification Authorities” store.
6. Complete the import: the certificate will now be available among the / \
trusted ones.
7. Then select it in the Wi-Fi network's PEAP settings, by ticking Simpler alternative

“Verify the server's identity by validating the certificate” (see Step 8).

same wizard steps 2—7.

\_

Double-click the downloaded certificate file, click “Install
Certificate...” in the window that opens, then follow the
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Prerequisite (continued) — Certificate
Import Wizard

After choosing “Import...”, the wizard opens. Leave
“Current User” selected as the Store Location — or

choose “Local Machine” if you want the certificate to be & Certifcate Import Wizard

available to all users of the PC (requires administrator

rlghts). Certificate Import Wizard

Click “Next” to continue_ This wizard helps you copy certificates, cerificate trust lists,

and cenfficate revocation lists from your disk 1o a certificate store.

Acertficate, issued by a cerification authonty, confirms your
identity and contains information used to protect dataor o
estahlish secure connections. The certificate store is the area
of the system where cerificates are kept.

Store L ocation

Local Machine

To cantinue, click Next.

[Nem
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Cancel




file

1. On the “File to Import” screen, click “Browse...”.
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2. In the file browser, change the filter (bottom right) from “X.509 Certificate” to “All Files (*.*)”, otherwise .der files won't be visible.

3. Select the certificate file (e.g. unibs-ca.der) and click “Open”.

& &# Certificate Import Wizard

F File to Import
¢ Specify the file you want to import.

File name:
Erowse...

Mote: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange - PKCS 212 ((PFX, .P12)
Cryptographic Message Syntax Standard - PKCS #7 ((PTE)

Microsoft Senalized Cenificate Swore (*.55T)

Mext Cancel

X. 309 Cerifcate (*.cer*.ot)

C
X209 Cerificate (Ycer*.ort)

Personal Information Exchange (".pfic™.p12)
Certificate Trust List {*.s4)
Certificate Revwocaton List (*.corl)

Ceant Store {*s51)

PKCS #7 Certiicates (* spc;* prhb)
All Files (* )

w Today

B Tutorial_confi gurazione_wind

a Last month

* File: nibs-ca (1).der




Prerequisite (continued) — Choose the
certificate store
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Select “Place all certificates in the following store” and
check that the Certificate store is set to “Trusted Root v,
Certification Authorities” (use “Browse...” if you need to € ECenticate Import Wizard
change it).
. . Certificate Store
CI ICk “ NeXt” tO Contl nue. Cenrtificate stores are system areas where certificates are kept.
Windows can avtomaftically select a certificate store, or you can
specify a location for the cerfificate.
D Automatically select the siore based on the certficae type
) Place 3l cerificates in the following store
Centificare store:
Trusted Root Ceniication Auwthorises Browse. ..




Prerequisite (continued) — Complete the
import

A summary of the selected settings is shown (store,
content, file). Check that they are correct. X

“ wFCertificate lmpont Wizard
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Click “Finish” to complete the certificate import.

Completing the Certificate Import Wizard

The cerificate will be imponed after you click Rnish.

“fou have specified the following settings:

Cenificate Store Selecied by Uzer Trusted Root Centification Authoriies
Content Certificate
File Nama cwserst [ loovrioadsunibz—ca (1).der

[ ——




Step 1 — Open Network and Sharing B
enter ) Griversr

Center”.

“ FControl Panel
L S Sl - | Control Panel
Adjust your computer's settings View by: Category
System and Security 0 User Accounts
‘\ Review your computer's status Change account type
Save backup copies of your files with File Histor Sl
Backup and Restore (Windows 7)
! o . E Appearance and Personalization
ﬁ Network and Internet
View network status and tasks A Clock and Region
Hardware and Sound L Change date, time, or number formats
a View devices and printers
Add a device Ease of Access ;
Adjust commonly used mobility settings Get recommended ease of access settings
Optimize visual display
_“ Programs
r Uninstall a program

nirol Panel wvork and Internet

Control Panel Home
MNetwork and Sharing Center
|

View network status and tasks Connect to a network View network computers and devices
Systern and Security

{internet Options
Network and Internet . I

Manage browser add-ons Delete browsing history and cookies

Hardware and Sound

Programs

User Accounts

Appearance and Personalization
Clock and Region

Ease of Access




Step 2 — Set up a new connection

Click “Set up a new connection or network”.

Chanae vour networking settinas

Set up a new connection or network
Setup a broadband, dial-up, or WPM connection, or set up a router ar
ACCess point.

Troubleshoot problems
Diagnose and repair network problems, or get troubleshoating
information.
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Step 3 — Manually connect to a wireless
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Select “Manually connect to a wireless network” B .
and click “Next”. )

‘E'Set Up a Connection or Network

Choose a connection option

Connect to the Internet

E@ Set up a broadband or dial-up connection to the Internet.
‘:;%-
.‘ b

Set up a new network
Set Up 4 new router or access point.

Manually connect to a wireless network

Connect to a hidden network or create a new wireless profile.

Connect to a workplace
l;h Set up a dialup or VPN connection to your workplace.

Ment Cancel




Step 4 — Enter the eduroam network
parameters

Enter “eduroam” in the “Network name” field _ %
(case-sensitive). Select “WPA2-Enterprise” as
Security type and “AES” as Encryption type, then
click “Next”.
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& wFManually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: eduroam|

Security type: WPAZ-Enterprise e

Encryption type: AES

Security Key: Hide characters

| Start this connection automatically

(] Connect even if the network is not broadcasting
AvdWarning: this could compromise the privacy of your computer.

Mext J Cancel




Step 5 — Change the connection settings

On the “Successfully added eduroam” screen,
select “Change connection settings”. The

“Wireless Network Properties” window will open *Connection  Security
(Connection tab): switch to the “Security” tab.

Saduroam - Wireless Nemrdrk'F'mpe rties

Mame: eduroam

3310 eduroam

Metwork type: Access point
IIPU L | I L

Metwork availability: Allusers

E*Manually connect to a wireless network

Successfully added eduroam . . .
EConnect automatically when this network is
Change connection settinas MIATCH

Opens the connection properties so that you —
=can change the settings.

|:Cunrhe~::t even if the network is not
broadcasting its name (3510)

Close

OK

[
~ Look for other wireless networks while connected to this network

Cancel
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Step 6 — Set the authentication method

Select the “Security” tab and check that the
parameters match what you entered earlier

(WPA2-Enterprise, AES).

As the network authentication method, choose

“Microsoft: Protected EAP (PEAP)".

eeduroam - Wireless Network Properties X

¢ Connection Security

Security type: WPAZ-Enterprise e

Encryption type: AES w

Choose a network authentication method:
Microsoft: PEAP (Protected EAP) < Settings  azioni

ﬂFiernem ber my credentials for this connection
each time I'm logged on

I Advanced settings

Ok Cancel
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Step 7 — Specify user authentication

Click “Advanced settings”. In the window that Advanced Settings
appears, select “Specify authentication mode” > 802.1X settings 802.11 settings

User authentication”, then click “OK”. 1 Specity authentication mode:

User authentication Save Credentials

r:pduroam - Wireless Metwork Properties *

‘Connection  Secunty

{(Enable Single Sign On for this network
Security type: \WPA2-Enterprise v

Encryption type: AES w

Choose a network authentication method:
Microsoft: PEAP (Protected EAP) < Settings izioni

ﬂRernember my credentials for this connection
each time I'm logged on

[I| Advanced settings

OK

Cac

Cancel
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Step 8 — Configure the certificate and

EAP method

Click “Settings” and tick “unibs.it” among the
Trusted Root Certification Authorities. Click
“Configure” and check that the box is unchecked
in the “EAP MSCHAPvV2 Properties” window.
Press “OK” to close all windows.

FPEAP Properties

When connecting:

H‘u'br'rfy the semver's identity by validating the certificate

Trusted Root Certification Authonities:

[] thawte Primary Root CA - G3
[[] T-TeleSec GlobalRoot Class 2

TWCA Global Root CA

M urib=.it
|__| USERTrust ECC Certification Authority

[} USERTrust RSA Certification Authority
[ veeam Backup Server Certificate

Matifications before connecting:

Maotify user if server cannot be verified

Select authentication method:
Secured password (EAP-MSCHAP v2)

B = Enable Fast Reconnect

Enforce ldentity Privacy

[ ok ]

Dizconnect if server does not present cryptobinding TLW

Zonfigure. ...

Cancel
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Step 9 — Select the eduroam network

Click the Wi-Fi icon next to the clock, then the
“>” arrow to open the network list. Select
“‘eduroam’”, leave “Connect automatically” ticked
and click “Connect”.

Not connected

%>

Airplane mode Accessibility

|

N D G m e S

01/09/2026
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< Wi-Fi

7= Ateneo
L]

Connected

8 Studenti

’\ eduroam

Action needed

Connect automatically




Step 10 — Enter your credentials and

connect

Windows asks for confirmation before
connecting: click “Connect”. The “Windows
Security” window will then open: enter your
University username and password, the same
ones used for the University portal, followed by
‘@unibs.it”, then click “OK” to complete the
connection.

—
£

eduroam
Action needed

‘Do you want to proceed with the connection?
If you expect to find eduroam at this location,
proceed and connect. Otherwise, this could be
a different network with the same name.

Show certificate details

' Windows Security

Sign in

User name

Password

Cancel
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